NucTpyKuus
1o Hacrpouke poyrepa Mikrotik
(ma mpumepe RB751U-2HND)

MoaxknroyeHue poytepa MikroTik
IOna Hactporiku Wi-Fi poytepa MikroTik Ham noHagoobsTcs:

e kabenb nposangepa;

e KOMMblOTEp Unn HoyToyk ¢ Wi-Fi;

e Poytep Mirkotik. OH 6ygeT pasgaBatb VIHTepHeT no kabento, a Takke no Wi-Fi Ha HOyTOYK,
cmapTdoH, Tenesnsop ¢ Wi-Fi nnu nnaHwer.

Cxema nogkntoyeHus poytepa MikroTik:

e kabenb npoBangepa UHTEPHETA NOAKIIOYAEM B NEPBbLIV NOPT poyTepa;
e  KOMMblOTEP NogkntodaeM k poytepy MikroTik ceTeBbiM kabenem B ntodor LAN nopt ot 2 go 5;
e HOYTOYK 1 gpyrve 6ecnpoBogHble yCTporcTBa nogknovmm no Wi-Fi;
e Onok NUTaHMA BKMoYaem B pasbeM «Power» poytepa MikroTik.

KomneioTep
BRoK NUTaHuA

PoyTep MikroTik

KaGene npoeaiigepa

HacTtpouka ceTeBoM KapTbl KOMNbIOTEPA

YTto6bl Ha KOMMLIOTEPE MOXHO ObINO 3aMTU B HAacTpowikn poytepa Mikrotik, HacTpoum ceTeByto kapTy Ha
nony4YyeHne aBTOMaTUYECKNX HaCTPOEK.

OTtkpbiBaem «lyck» — «lMaHenb ynpaeneHuns» — «LleHTp ynpaBrneHusi ceTamm 1 o6LLIMM OCTYNOMY.
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ACCTYNOM
Mpoeepxa cocroanma cetw,
WIMENEHUE NADAMETPOE HACTPORKN
CETH 1 NapameTpoe oSuUero AocTyna

K $aiinam u npunTepan,

Mepengem B «M3MeHeHMe napameTpoB a,qanTepa»

Manens ynpasaeHda -

MNpocMoTp OCHOBHLIX CBEAEHUIA O CETK N HACT|

AOMAWHAR CTRAHKMUA

Wsmenerue napaueTpos * 13
dendiivied MICROSOFT-PC Cets
M3MEHWTE AONOAHMTEABHbIE (3TOT KOMNEOTED)

napamMeTpsl OSLero 4ocTyna MDOCMOTD AKTMBHBIX CeTed

Haxxnmaem npaBoi KHONKOW Mbiwn Ha «[logknioyeHrne no nokansHon cetuy» n Boibupaem «CBoONCTBa»

e
G—@v[‘!— * MNaHesb ynpagrenna b CeTe W MHTEpHET * CETEBRIE NOAKA
= ____ = w1 S d

YnopRacuATL = OTRARYEHHE CETEROTD YCTRORCTEA [HarHocTmka nog

— | MoAKAFUEHWE MO NOKARBHORA muJ
Cetenoid kabens He NOZKNHYEH ﬂ e

b 4 @ Ceresoi koHTponnep NVIDLA nFo
CocToaHwe

JuarHocTmes

% Hactpodika mocta

Co3pate ApABIE
¥ Yaanume

5 MNepenmenceats
% Ceeiictea

Haxumaem Ha «[MpoTtokon UHTepHeTa Bepcun 4 (TCP/IPv4)» n kHonky «CBoncTBay.



KP3nkoM

KPHIMCKME JNEKTPOHHLIE KOMMYHUKAUMM

E NogxnroueHne NO ACKANLHOR CETH - CBORCTEA “

Cote ﬂm!ﬂl

Moowmosyerme yepes:

E Cetenod kouTponnep NVIDWA nFomce

OTHEUEHHBE KOMMNOHEHTE HENONLIYINTCA STAM NOQRMCUEHHEM

» tl{nnamm ceted Microsoft

¥ 5 Mnaxuposgms nakeToe QoS
chynﬁamc TYNa K pBANEM 1 NpUHTepan caTel Micrasoft
i Mpovexon MurepreTta Bepoud B (TCPIPVE)
9 Npotokon MaTtepHeTta gepoum 4 (TCPIPvE)

& &

i [padeep /8 TONONON B KAHANEHOMD YPOBHA

LA A4

cde DTBETUME OSHAPYXEHHA TONONOMWH KAHANEHOMD YPOEHA

VETAHOBNTE.. YORMMTE

Onmcarme

Mpotoxan TCRIP - cTannapTHuR NDOTOKON FAOGANEHLE
CeTed, ofecNeuNBANLMA CEAZE MENOY PAZNMUHEIMK
BIBMMOLEACTEYHIWMMM CETRAMK

Bbibupaem «[Nonyuntb IP-agpec aBTomaTnyeckn» u Haxmmaete KHonky « OK».
CaoficTea: MpaToKon MTepHETa Bepcnn 4 (TCP/IPv) |l IES

DELIE | ANpTepHETREHER w-u|
MapaneTpe I HOMYT HAZHBUATLER ABTOMATHHEDM, ECHH CRTh
NEQASEICHEDET 3TY BORMIMHOCTE. B NPOTMBHOH CTYS08 NApDMETPH P
MO ROAYURTE ¥ OETE00NT SOMANINCTPATOPA.
@) MayiiTs TP 3Apet AETOMETH S0
(7 HENNE30BATE CNERHILI IP-aapec:

@ Mamyunte aapec DHS-CIpRepa SETOMETHUGIKN
HEnoALI0BATE Chgnaume Bapech DNS-copaipon:

MoATBERGHTE NAPASETRL NDH Bolige LonenHT GaHg. ..

o || omesa |

Ecnu ceteBas kapTa He nonyyaet aBTomatudecku |IP agpec n3 nogcetn 192.168.88.x, nonpobynte ero
ykasaTtb Bpy4dHyto (Hanpumep: 192.168.88.21)



Bxopn B HacTpouku poytepa MikroTik
BbinonHuTtb HacTpoiiky poytepa MikroTik MOXHO pa3HbiMy cnocobamu:

C nomouubto crneyunansHon nporpammbl Winbox ana OC Windows. Ckayatb Ha odumumansHOM
canTe.

C nomolubio 6paysepa, nepenas no agpecy 192.168.88.1. B HacTpolikax 6Gpay3epa He JOIDKEH
ObITb YKa3aH proxy-cepsep!

Mbl 6ynem HactpamBaTb poyTep Mikrotik ¢ nomouybio nporpammel Winbox.

Mopakntovaemcs k poytepy MikroTik:

1. 3anyctute nporpammy Winbox n nepengute Ha Bknagky Neighbors;
2. B cnvcke oTtobpasuTca Baw poyTep. HaxmuTe neson kHonkow Mblwn Ha ero MAC agpec;
3. Haxwmute kHonky Connect.
Login no ymonyaxutio admin, naposb NycTon.
) WinBox v3.18 (Addresses)’
File Tools
Connect To: |CC:2D:E0:CO-E5EF | [|Keep Password
1 H
Login: {m | O Open In New Window
Password: ’ |
’ Add/Set ’ ’ Connect To RoMON ‘ EConnect |
Managed 1Neighbors ’
[1’ ‘ Refresh ‘ | Fina | all =]
[LMAEZ Address + |IP Address JIdentit_yA J\/ersion 'Board v
P2 CC:2D:E0:CO:E5EF 192.168.88.1 MikroTik 643.7 (stable) RB951Ui-2nD



https://mikrotik.com/download
http://192.168.88.1/

Kesikom 5

COpoc HacTpoek poyTepa
C6pocum Bce HacTpolnkn poytepa MikroTik.

Mpu nepBoM Bxode Yy Bac MOSIBUTCA OKHO, Kak Ha KapTuHKe Hmxke. Haxmute kHonky Remove
Configuration n goxguTecb nepesarpy3kn ycTponcTea.

| RouterQO5S Default Configuration

The following default configuration has been installed on your router: -

etherl is renamed to etherl-gateway

DHCP client and masquerade is set on etherl-gateway

ether? is renamed to ether2-master-local and configured as switch master port for
ether3-ethers

ether2-master-local and wlan1 are bridged

wireless is set as access pointin 2412MHz using both chains and extension channel
enabled.

IP address 192.168.68.1/24 and DHCP server is set on bridge interface

DHCP servers address pool is 192.168.68.10-192.165.68.254

“ou can click on "Show Script” to see the exact commands that are used to add and
remove this default configuration. To remowve this default configuration click on
"Remove Configuration” or click on "OK" to continue.

MOTE: Ifyou are connected using the above IP and you remove it, you will be
disconnected.

-_

Remove Configuration || Show Script... | | 0K |

Ecnn Y BaC He noABUI1IOCb AaHHOE OKHO, CﬁpOCMM HaCTpOVIKM Yyepes3 MEeHHo:

1. Bblbupaem cnieBa meHio System - Reset Configuration;

2. NoctasbTe ranoyvky No Default Configuration;

3. Haxmute kHomnky Reset Configuration.

4. HaxmuTte KHOMKYy Yes 1 JoXAMTeChb nepesarpysku yCTPOMCTBa.

# Routing ¥

:‘33 System, I" Auto Upgrade Reset Configuration

; g:xeues il s [ | Keep User Configuration RR

iles Clock 7
| Log Consoia | CAPS Mode P
;. Radius Disks 2 (vl No Default Configuration
i

X Tools P D:vets | Do Not Backup

@ NewTeminal  Health Run After Reset |

=4 MetaROUTER  History :

¥ Partition Identity ; -

|4 Make Supoutrif LEDs ResetConra tion

Manual i
g N::vu:l'nBox Il:lcen‘s 2 Do you wantto reset all your configuration and reboot?
! ogging : |

B Exit Packages [No |
Password e — |
Ports
Reboot

\' Reset Configuration |

Resources
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OnucaHune ceteBbiXx UHTepdencoB

KoHdpurypaums cetesbix nHtepgencos MikroTik GyaeT BbirnsaeTs crneayowwm obpa3om: nepsbin NopT
etherl 6yget noakmntoueH k nposangepy (WAN nopt), octanbHble nopthl ether2-5 6yoyt paboTtaTh B

pexume KoMmmyTaTopa 4518 NOAKMIoYEHUSA KOMMbIOTEPOB FTIOKanNbHON CeTu.
YTto6bl He NyTaTb ceTeBble UHTEPKENCHI, ONMULLEM MX C MOMOLLIbIO KOMMEHTapUEB.
Bxogum B HacTponku MikroTik ¢ nomoLubto nporpammel Winbox.

3anuceiBaem gns nepsoro nopta ether1 kommeHTapun "WAN":

agrwNE

@" admin@00:0C:42:D5:02:A4 (MikroTik) - WinBox v5.6 on RB751U-2HnD (mipsbe)
2| Safe Mode

Interfaces |
Wireless
Bridge
PPP
Switch
Mesh

IP

MPLS
Routing
System
Queues
Filas
Log
Radius
Tools

OTkpbiBaem MeHto Interfaces;

Bbibnpaem nepebii MHTepdelic etherl;

Haxnmaem xenTtyto kHonky Comment;

B nosiBuBLLeMcst OkHe BBogUM KomMeHTapun "WAN";
Haxumaem kHonky OK.

=N SoR =%=

v| Hide Passwords Il (2

=13
Interface |Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAM VRRP Bonding
thr # |X A3T
MName Type L2 MT..| Tx Rx TxPa.. RxPa.. TxDr. |«
#irather] 2 Ethemnel 1600 Obps  Obps 0 0 0
R t*ethe Ethernet 1598 88.7kb.. 43kbps 10 6 1]
siratherd Ethernet 1598 0 bps 0bps 0 0 1]
Commeent for Interface <etherl> g E[D:; g g g
0 bps 0 0 0

BanuceiBaem ang sBToporo nopta ether2 kommeHTapun "LAN":

PONPRE

Bbibnpaem nHtepdeiic ether2;

Haxumaem xenTtyto kHonky Comment;

B nossuBLLueMCS okHe BBOAUM KOMMeHTapui "LAN";
Haxnmaem kHonky OK.
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(> admin@00:0C:42:D5:02:AA (MikroTik) - WinBox v5.6 on RB751U-2HnD (mipsbe) B=n mON x|
> o] | safe Mode | (@ Hide Passwords B 3

Wireless

Bridge - @E
FPP Interface | Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding
Switch =] v x| @dT [Find |
Mash " [Name /[ Type 2MT. T« |Rx _ |TxPa_|RxPa. TxDr.|v|
P Fl o WAN
MPLS i Hratherl Ethemet 1600 Obps Obps 0 0 0

_ |IR #sether2 |  Ethemet 1598 882kb.. 49kbps 10 7 0 |
Routing I: rethars Ethemet 1598 0 bps 0bps 0 1] 0
System M| Commentfor Interface <ather?> = E3 z gg;; g g g
Queues s 0bps 0 0 0
Files
Log
Radius
Tools I

Tenepb B CMNuUcCKe MHTepd)eVICOB YETKO BUOHO X Ha3Ha4YeHue.

Interface List

Interface |Eﬂ19rnet EolP Tunnel IP Tun

=] [v][=] ] [¥]

|Name ) |Type |
s WAN
#*cther] Ethemet
oo LAN
R 4#ather? Ethermnet
4i*atherd Ethermet
4i*atherd Ethermet
4i*athers Ethermet
.o #wlani Wireless (Atheros...

Hactponka WAN uHTepcenca MikroTik

CmeHa MAC agpeca WAN nopTa

Ecnn Baw npoangep 6nokupyet goctyn k cetn no MAC agpecy, T0 He0b6Xx04MMO CHadana u3mMeHuTb
MAC agpec WAN nopTta poytepa MikroTik. B npoTuBHOM criyyae nponycTuTe STOT MYHKT.

YTtobbl namennte MAC agpec nopta MikroTik, oTkpeiBaeM B nporpamme Winbox meHto New Terminal n
BBOOUM KOMaHAy:

linterface ethernet set etherl mac-address=00:01:02:03:04:05

, rae etherl - uma WAN nHTepdenca, 00:01:02:03:04:05 - paspelueHHbin MAC agpec.

'M [admin@MikroTik] » Sinterface ethernet set atherl mac-address 00:01:92:03:04:05||

YTtobbl BEpHYTL pogHoi MAC agpec nopTa, HYXXHO BbINOMHUTE KOMaHAY:
linterface ethernet reset-mac etherl
, rae etherl - umsa uHtepdelica.
Mew Terminal I [admin@MikroTik] » /interface ethernet reset-mac etherl
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Hactpownka Dynamic IP

Ecnn wuHTepHeT npoBangep BbigaeT Bam ceTeBble HacTpoOWkM aBTOMaTMYECKW, TO Heobxoaumo
HacTponTb WAN nopt poyTtepa MikroTik Ha nony4yeHne HacTpoek no DHCP:

1. OrtkpbiBaem MeHto IP;
2. Bbibupaem DHCP Client;
3. B nosiBMBLUEMCS OKHE HaxkumaeMm kHomnky Add (nnocuk);
4. B HoBowm okHe B cnncke Interface: Bbibnpaem WAN unHTepdeic etherl;
5. Haxumaem kHonky OK ans coxpaHeHus HacTpOEK.
' EPLS s =2
- - AL + 3= T | | Release || Renew
Routing " Addresses 0 - - - = — — =
: Interface + Use .. Add .. |IP Address |Expires After Status i
System | DHCP Client 2 [ ) - - - - —
(EhTere DHCP Relay Mew DHCP Client
Files DHCP Server DHCP | Status
II;IO?:I' DNS Interface: | ather? 4 B
adius Firewsll -
Tools " Hotspot Hosthame: - Apply
MNew Teminal Psec Client ID: =
MetaROUTER Meighbors ¥ Use Peer DNS | Copy |
Make Supoutrif  Packing [+ Use PeerNTP
Manual Pool v Add Default Route
Exit Routes _ _ uit=e | Release |
SNMP v~ Default Route Distance: |0

Tenepb Mbl nonyynnu IP agpec oT npoBavgepa, KoTopbin oTobpaxaeTcsa B ctonbue IP Adress.

DHCP Client
IE“E' @ | Releasze || Renew |
|Interface ¢ |Use P... [Add D...|IP Address | Expires After |
i etherl yes yEs 152.168.5.146/24 159:59:44

HDOBepVIM, YTO €CTb CBA3b C MHTEPHETOM!

1. OrtkpbiBaem meHio New Terminal;
2. B TtepmuHane nuwem komaHgy ping 8.8.8.8 (nuHryem cait google) n xxmem Enter Ha
KnasmaType.

Kak Bugnm, ngyt nuHrm no 60ms, 3Ha4YUT MHTEPHET NogkntodeH n pabotaeT. OCTaHOBUTL BbINOJIHEHME
KOMaHAbl MOXXHO KOMOMHauMel knaeuLl Ha knasmaType Ctrl+C.
A Tools f

@ New Terminal [admin@MikroTik] > ping £8.8.8.8

4 MetaROUTER
#2 Partition

| 5 Make Supoutrif
& Manual

@ New WinBox
[ Exit

Ha komnbtoTepax, nogkmntoyeHHbix K poyTepy MikroTik, nHTepHeT He ©Oyaet paboTtaTtb, Moka Bbl He
HacTpouTe nokasnbHylo ceTb, Firewall u NAT.
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HacTtpowka Static IP

Ecnun Bbl ncnonbsyete cratnyeckue ceTeBble HacTpowiku, Heobxoaumo Hactpouts WAN nopT poytepa
MikroTik Bpy4Hyto.

HacTtpowum ctatuyeckuii IP agpec n macky nogcetn WAN nopta MikroTik :

1. OrtkpbiBaem MeHio IP;

2. Bblbupaem Addresses;

3. B nosiBMBLUEMCS OKHE HaxkumaeMm kHomnky Add (nnocuk);

4. B HoBoM okHe B none Address: nponuceiBaem ctatudeckuin IP agpec / macky nogcertw;

5. B cnucke Interface: Boibupaem WAN uHTepdeiic etherl;

6. [nsa coxpaHeHus HacTpoek HaxnmaeM kHonky OK.
P1 " ARP =] 3]
MPLS I Al::courlﬁn —_ = T - T = = = =
L L TS EEIE]

: Addresses 2 |Address ¢ |Metwork |Interface

System " DHCP Client
IETE - DHCP Relay Mew Address

iles DHCP Server 1
Log DNS Address; :10.225.33.39!255.255.249.0 4 OK & |
Radius Firewall Network: | v Cancel |
Tools " Hotspot Interface: |ether] 5 % | Apply
New Terminal IPsec

isabl

MetsROUTER  Neighbors | Disable |
Make Supoutrif Packing m
Manual Paol Copy
Ext Routes Remove

Hactpoum agpec nHtepHeT wnto3a MikroTik:

1. OrtkpbiBaem meHio IP;

2. Bbibupaem Routes;

3. B nosiBuBLIEMCS OKHE HaXxXMMaeM kHomnky Add (Nnocuk);

4. B HoBoM okHe B none Gateway: nponuceiBaem IP agpec wnto3a;

5. Haxumaem kHonky OK Ans coxpaHeHust HacTpOek.
L " oARe
MPLS [ i

, LT Routes | Newthops Rules VRF
Routing I Addresses -
System I DHCP Client *3 Al ¥ _ i M
B DHCP Relay o Drs-il.;z.dzdsr;;sm: Gatewa Distance |Routing M... |Pre
Files DHCP Server [ Rk PiRs
Log DNS General | Attibutes
f::l"s | A Dst Address: |0.00.0/0 Cancel
5 Hotspot
tuTreiel | Poi Galeway: 102253214 | % $ | L Aoply
MetaROUTER Meighbors i Disable
= Check Galeway: -
Make Supoutrif  Packing T . [—Iﬂnmnent
ype: unicast ¥
e
= Routes Dhstance: | * Remove
SNMP _
Services Scope: | )0
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[o6aeum agpeca DNS cepsepoB MikroTik:

1. OrtkpbiBaem meHio IP;

2. Bbibupaem DNS;

3. B nosiBMBLUEMCS OKHE HaXXMMaeM KHOMKy Settings;

4. B HoBOM OkHe B none Servers: nponucbkiBaem IP agpec npegnoyntaemoro DNS cepBepa;

5. Haxmmaem KHomMky "BHM3" (YepHbI TPEYronbHKK), YTOObI 406aBWTL elle O4HO norne ANs BBOAA,;

6. B HoBom none nponuckiBaem IP agpec anbtepHaTneHoro DNS cepsepa;

7. CrtaBum ranouky Allow Remote Requests;

8. Haxumaem kHonky OK ans coxpaHeHus HacTpOEK.
P " ARP (=1E3)
MPLS I Accounting Static | Cache
Routing ' Addresses T Seti
System ' DHCP Client sl | il | il | ) 7 eI 3 _ _ :
Queuss DHCP Relay | # | |Name |Address [TTL (5} | [*]
Files DHCP Server DNS Settings
Lo

g_ DS 2 Servers: 7712013020 4 z 5
Radius Firewall — -
Tools I Hotspot 100016 i EI
New Termmal IPsec v Allow Remote Requests 7 Apply
MetaROUTER  Neighbors MaxUDP Packet Size: 512
Make Supoutrif Packing ) '
Manual Poal Cache Size: 2043 KB
Exit Routes Cache Used: &

HDOBepVIM, YTO €CTb OOCTYN K UHTEPHETY:

1. OrtkpbiBaem meHio New Terminal;
2. B tepmuHane nuwem komaHgy ping 8.8.8.8 (nuHryem cait google) n xxmem Enter Ha
Knaeuarype.

Kak Bugunm, ngyt nuHrm no 60ms, 3Ha4YUT MHTEPHET NOAKMIOYEH 1 paboTaeT. OCTaHOBUTL BbINOJIHEHUE
KOMaHbl MOXHO KOMOMHaLmen knasuw Ha knaesuaTtype Ctri+C.

X Tools
@ New Terminal [admin@MikroTik] > ping 8.8.8.8
SEQ HOST

¥4 MetaROUTER 0z.8.8.8
¢ Partition 1 8.8.8.8

. 2 8.8.8.8
.4 Make Supoutrif 38 6.0.8
& Manual sentwd receivedsd packet-loss=0% min-rtte59
QNwamBox (edmin@MikzoTik] > | =
[ Exit

Ha komnbtoTepax, noaknoveHHblx k poytepy MikroTik, uHTepHeT He OyaeT paboTaTb, nMoka Bbl He
HacTpouTe nokanbHyto ceTb, Firewall n NAT.
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Ecnun Bbl ncnonbdyete ADSL mogem, K KOTOpoMy no ceTeBOMy kabento nopgkrntodeH poytep MikroTik,
cHa4varna Heobxogmmo HacTtpouTe ADSL mogem B pexum Bridge (MocT).
HacTtpowum knneHtckoe PPPOE coeanHeHune Ha poytepe MikroTik:

1. CneBa BblOnpaem meHo PPP;
2. Haxumaem kHonky Add (nntocuk);
3. Bbibupaem PPPoE Client.

Bridge

EEE 1

Switch

Mesh

P

MPLS

Routing
System
Queues

Files

Log

Radius

Tools

Mew Terminal
MetaROUTER
Make Supout.rif

Manual

| e e B

PPP
Interface | PPPoE Servers

+*El@ll

PPP Server
PPP Client
PPTP Server
PPTP Client
SSTP Server
SSTP Client
L2TP Server
L2TP Client
OVPM Server
OVPN Client
PPPoE Server
PPPoE Client 3

HactpanBaem napameTtpbl PPPOE coeanHeHusa MikroTik:

1. B none Name yka3biBaem UMS COEMHEHMS;
2. B cnucke Interfaces Bbibupaem nepsbii WAN nopt etherl, kKOTOpbI NOAKIHOYEH K NPOBaNAEpY;

Mew Interface =] E3
General |M35tﬁ1ys Traffic | 0K |
MName: |internet 1 | | Cancel |
Type: PPPoE Client | |__Apply |
L2MTU: | || Disable |
Max MTU: | 1480 || Comment |
Max MRU: | 1480 | | Copy |
MRRU: | | - | Remove |
Tarch
roreces EET— |+ | — "

Mepexognm Ha Bknagky Dial Out;

B none Password BBogum napons;
CrtaBumM ranouky Use Peer DNS;
Haxxumaem kHornky OK.

Nogkw

B none User YKa3biBaeM UMA NnoJib3oBaTend;
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Mew Interface

General DiE|UUt|Stams Traffic

Service: | | e
AC Mame: | | ~
User: |sfade 4 |
Password: | =22 5 -
Profile: |defau|t || ¥ |

[ | Dial On Demand
Add Default Route
vl ilse Peer DNS B

- Allow
pap chap
mschap1 mschap?2

oK 7

Cancel

Apply

Disable

Copy

Remove

Tarch

|
|
|
|
Comment |
|
|
|
|

PPPcE Scan
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Mocne co3pgaHna PPPoE coeguHeHus HanpoTuB Hero AormkHa nosiBuTbCs OykBa R, koTOpas roBopuT O

TOM, YTO coeanHeEHNne iCTaHOBJ'IeHO.

Interface |PPPE}ESEWEIS Secrets Profiles Active Connections

IEIEI @ | PPP Scanner || PPTP Server HE

|Name | Type L2 MT..| Tx

Rx

coefWHEeHWe YCTaHOBNEHO

MpoBepuM, YTO eCTb CBSA3b C MHTEPHETOM:

1. OrtkpbiBaem meHio New Terminal;

B %*internet. . PPPoEClent . Obps._... 0bc

2. B tepmuHane nuwem komaHgy ping 8.8.8.8 (nuHryem cant google) v xxmem Enter Ha

Knaeuarype.

Kak Buamm, ngyt nuHrn no 60ms, 3Ha4MT MHTEPHET NoAkmnoyeH n paboTtaeT. OCTaHOBUTL BbIMOMHEHME

KOMaHAbl MOXXHO KOMOVHaLmen knaBmw Ha knaesuaType Ctri+C.

X Tools f
@ New Terminal [admin@MikroTik] > ping 8.8.8.8
SEQ HOST  P—— SIZE TTL STATUS

#3 MetaROUTER 0 8.8.8.8 56 43[5oms
0,°Partiﬁon 1¢g.8.8.8 56 43|60ms

X . 2 8.8.8.8 56 43)éims
[3 Make Supoutif 3 8.8.8.8 56 43 \6ims
& Manual sent=§ receiveds§ packet-loss=0% min-rtte=S9ms avg-rtieéfms max-rtteéims
o New WinBox [admin@MikzoTix] >
[ Exit

Ha komnbtoTepax, noaknoveHHblx k poytepy MikroTik, uHTepHeT He OyaeT paboTaTb, nMoka Bbl He

HacTpouTe nokanbHyto ceTb, Firewall n NAT.
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HacTtpounka nokanbHou cetn MikroTik

O6beanHeHne Wi-Fi u npoBogHbIX MHTepdenCcoB B NTIOKarnbHYI CeTb

13

YT1o6bl KOMMbIOTEPLI, MOAKMIOYEHHble K poyTepy no kabemo u no Wi-Fi, gpyr apyra «Bugenuy,
HeobxoamMMo obbeauHNTL BecnpoBogHoOM 1 npoBoaHble UHTepdenchl MikroTik. Ecnu y Bac poyTtep 6e3
Wi-Fi, To 06begunHsieTe TONbKO NPOBOAHbIE MHTEPENCHI.
Cospaem obbeguHeHue bridge-local (mocT);

1. OrTkpbiBaem MeHio Bridge;

2. Haxumaewm kHonky Add (nntocuk);

3. B none Name nponuceiBaem nms oobeamHeHus bridge-local;
4. Haxunmaem kHonky OK.

Bridge 1
PPP
Switch
Mesh

IP
MPLS
Routing
System
Queues
Files
Log
Radius

Tools

Mew Terminal

MetaRO

Make Supoutrif

Manual

BridQE|Pans Filters NAT Hosts

|#Jo=] (][] (] [¥] [ setings |

‘Name /| Type L2 MT..| Tx

'Rx

TxPa.. R

| S Era e

UTER

General |STP Status  Traffic

Mew Interface

MName: |bridge—|0ca|| 3 |
Type: |Bridge |
MTU: [1500 || | Disable |
2w, |
MAC Address: | |
ARP: |enabled 5] | LFErEe
Admin. MAC Address: | -

Hob6aensem B 06beguHeHne nposoaHble ethetnet nopTel 2-5:

ourwLNE

Brid

ge Pors *Filters NAT

(2= [][«] [=] [v]

Mepexognm Ha Bknagky Ports;

Haxumaem kHonky Add (nntocuk);

B cnucke Interface Bbibupaem ethernet nopt ether2;

B cnucke Bridge Bbibrpaem nmsa ooveanHerus bridge-local;
Haxxumaem kHorky OK;

TouHo Tak e gobaensiem nopTbl ether3, ether4, ethers.

Hosts

Interface + |Bridge

|Pricrity ... |Path Co...Hariz... | Role

New Bridge Port

General ‘Stat.is

5

Interface: |e1her)_ 3

|| = | Cancel

Bridge: |bridqe—|oca| 4 || ¥ | Apply

Priority: |8i}

Disable

Comment

Path Cost | 10]

Copy

Horizon: |

Remove

IIII IIH




Hobasnsiem B 06beauHeHne Wi-Fi nitepdeiic.

Mepexoamm Ha Bknagky Ports;

Haxumaem kHonky Add (nntocuk);

B cnucke Interface BbiGupaem 6ecnpoBogHom nHTepgenc wlani;
B cnucke Bridge Bbibnpaem numsa ooveanHenus bridge-local;
Haxumaem kHonky OK.

agrwNE

Bridge PDTTS"FiI‘Lers MAT Hosts

=] (=] (=] (7]

Interface . |Bridge Priority ... |Path Co..|Horiz...| Role
1t ather? bridge-local 80 10 designated po

Mew Bridge Port

Remove

General |Stgtu5
Interface: |wf3n}' 3 || ¥ |
Eridge: |bridqe—|0ca| 4 || ¥ |
Disable
Priority: |E-{]' |hex
Path Cost |10 |
]
Harizon: | |v




Re3iikom .

HasHa4yeHue IP agpeca nokanbHoOu cetu
Hactpoum IP agpec nokaneHon cetn MikroTik:

1. OrtkpbiBaem MeHio IP;

2. Bbibupaem Addresses;

3. Haxumaewm kHonky Add (nntocuk);

4. B none Address BBoavM agpec U Macky nokanbHon cetu, Hanpumep 192.168.88.1/24;

5. B cnucke Interface Boibupaem bridge-local;

6. Haxumaem kHonky OK.
1P 1 I ARP [Ol[x]
s Ml 23] [2][]
Routing I | Addresses 2

EEEE— Address | Network Interface [~|

System I DHCP Client
Queues DHCP Relay Mew Address
Files DHCP Server Address: [192.168881/24 4 | | OK G |
L
F:Ejj. DNS Metwork: | |v Cancel

adius Firewall
Tools | Hotspot Interface: |bridqe—|0ca| 5 || ¥ | Apply
Mew Terminal IPsec
MetsROUTER  Neighbors
Make Supout rif Packing
Manual Pool

: Remove
Exit Routes

Hactpownka DHCP cepBepa

YTobbl KOMMbLIOTEPLI, MOAKMIOYEHHbIE K pOYTepy, Monydanu CeTeBble HACTPOMKM aBTOMATUYECKM,
HacTpoum DHCP cepeep MikroTik:

1. OrtkpbiBaem MeHio IP;
2. Bbibupaem DHCP Server;
3. Haxumaem kHonky DHCP Setup;

P I ARP
MPLS [ '
S S Accounting DHCP |Ne1wcrks Leases Options Alerts
Bl Addresses
System I DHCP Client IEHEI @ | DHCP Config || DHCP Setup 3
Queues DHCP Relay Name / |Interface Relay |Lease Tim
Files DHCP Server 2
Log DNS
Radius Firewall
Tools " Hotspot
Mew Terminal IPsec

4. B cnucke DHCP Server Interface Beibupaem bridge-local;
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5. Haxumaem kHonky Next;
DHCP Setup = &3

Selectinterface to run DHCP server on
DHCP Server Interface: (|5 [ =50 EI

Back Mext 5| | Cancel

6. B atom okHe BblbnpaeTcs ceTb ans DHCP. Octaensiem 63 M3MEHEHUI U HAaXXMMaeM KHOMKY
Next;

DHCP Setup =] E3
Select network for DHCP addresses

DHCP Address Space: | 192.168.88.0/24] |

| Back || Next5| | Cancel |

7. B crnegyruemM OKHE yKa3blBaeTCA agpec LWwiio3a. Haxxumaem KHOMKY Next;

DHCP Setup =] E3

Select gateway for given network

Gateway for DHCP Network: |192.168.88.1] |

| Back || Next?| | Cancel |

8. B aTom okHe nponucbiBaeTcsa gnanasoH IP agpecos, koTtopble 6yaeT pasgasate DHCP cepsep.
Haxnmaem kHonky Next;
DHCP Setup =] E3
Select pool ofip addresses given out by DHCP server

Addresses to Give Out: |192.158.38.2—192.158.88.25| >

Back Mextg|  Cancel




9. [Hanee BBogdatca agpeca DNS cepBepoB. Haxumaem kHonky Next;
DHCP Setup =] E3

Select DMS semvers

DNS Servers: |195.69.134.130 E

1195.69.134.141 |

| Back ” Mﬂ!ﬂ | Cancel |

10. 3pecbk 3apgaeTcsa Bpems pesepBupoBaHusd IP agpecoB. Haxumaem kHonky Next;
DHCP Setup

Selectlease time

Lease Time: |3d 00:00:00 |

Back Next1() | Cancel

11. Hactpovika DHCP cepBepa ycnelwHo 3aBeplueHa. 2Kmem kHonky OK.
]
DHCP Setup

Setup has completed successfully

Tenepb ceTeBoOW kabernb KOMMbOTEPA OTKIIOYAEM OT pOyTepa U eLle pa3 NogKIio4YaeM K HEMY.

17



Hactpownka Wi-Fi Toukn goctyna MikroTik
CHavana Heobxogmmo BkntoumTb Wi-Fi mogyne:

1. OrtkpbiBaem meHio Wireless;
2. Bblbupaem Wi-Fi nitepdenc wlani;
3. Haxumaewm kHonky Enable (cuHsia ranouka).

Wireless Wireless Tables
Bridge
PPPQ Interfaces |Nsheme[}ual Access List Registration

Switch IEIEI ,f,,, | Scanner || Freq. Usa

Mesh ‘Name /| Type L2 MT..|Tx
P N “wlanl 2 Wireless (Atheros.. 2290 |

Cospgaem naponb Ans NOAKNIoYeHNs K Todke goctyna MikroTik:

OTkpbiBaeM Bknagky Security Profiles;

Haxumaem kHonky Add (nntocuk);

B HoBoM okHe B none Name: yka3biBaeM nms npoduns 6esonacHocTu;

[nsa nyywer 6e3onacHOCTU OCTaBNAEM TOMbKO perncrpaumto no npotokony WPA2 PSK;
B none WPAZ2 Pre-Shared Key BBoamm naponb ans goctyna k Wi-Fi Touke;

[ns coxpaHeHus HacTpoek HaxnMaem kHonky OK.

ogkrwNE

Interfaces Mstreme Dual Access List Registration ConnectList Security Profiles |1

#/o-] [7]

‘Name < |Mode \Authenticat...|Unicast Ci.. |Group Ciph... WPA Pre-Shar...| WF
default none i =
MNew Security Profile =] E3

General |RADIUS EAP Static Keys

Mame: |:3[::_sez:urit3‘|r 3 |

Mode: |dynamic keys || ¥ |

_Suuﬂﬂ:rirz;asﬂ:n Hees WPA2 PSK 4
v | Remove |

Remove
[ WPAEAP L[] WPA2 EAP

- Unicast Ciphers
tkip [ | aes ccm

1 itemn

- Group Ciphers
tkip | aes cem

WPA Pre-Shared Key: | |
WPA2 Pre-Shared Key: |72 5 |

HacTtpaunsaem napameTpbl Wi-Fi Toukn MikroTik:

18
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1. OrtkpbiBaem Bknagky Interfaces;

2. [enaem gBoriHoONM KnNuk kHomnkon mblwmn Ha Wi-Fi nHTepcpence wlanl, 4tobGbl 3anTu B ero

HaCTPOWKM;

Mepexoamm Ha Bknagky Wireless;

B cnucke Mode: Bbibrpaem pexum paboTbl ap bridge (Todka gocTyna B pexume MocTa);

B cnucke Band: Bbibupaem B kakmx ctaHaapTtax oyget pabotatb Wi-Fi Touka, Mbl Beibpanu

B/GIN;

6. B none SSID: nponucbiBaem UMsi TOYKM SOCTYNa;

7. B cnucke Security Profile Boibnpaem nmsi npocpmnsa 6e3onacHocTv, B KOTOPOM Mbl CO34aBanu
napone ans goctyna k Wi-Fi Touke;

8. Haxumaem kHonky OK ans coxpaHeHusi HacTpoeK.

ok w

Interfaces’| Nstreme Dual Access List Registration Connectlist Security Profiles

L + % O T  Scanner | Freq Usage || Alignment | Wireless Sniffer
Mame Type L2 MT... Tx Rx TxPa..|RxPa.. [TxD
Swlanl 7 Wireless (Atheros.. 2290 (Obps  Obps 0 o
Interface <swlan1= = E3

General Wireless 3HT HTMCS WDS Nstreme | okg |

Mode: ap bridge 4 ¥ | Cancel |

Band: |2GHz-B/G/N 5 ]| | Apply |

Channel Width: |20MHz ¥ | Disable |

Frequency: (2412 ¥  MHz | Comment |

SSID: |AP_MikroTik - || Torch |

:iten Scan List default - | Scan... |

Wireless Protocol: |unspecified ¥ | Freq. Usage... |

Security Profile: |ap_security 7 ¥ | Align... |

Bridge Mode: |enabled ¥ ! Sniff... !
e

Tenepb MOXHO nogkntoyaTbes K poytepy no Wi-Fi.
Ha komnbloTepax, nogkntodeHHbix k poytepy MikroTik no Wi-Fi, nHtepHeT He GygeT paboTath, noka Bbl
He HacTpouTe Firewall n NAT.

HacTtpouka Firewall u NAT

YT06bl KOMMNBIOTEPLI MOMYyYanu JOCTYN K MHTEPHETY, Heobxoammo HacTpouTb Firewall n NAT Ha poyTtepe
MikroTik.

OTtkpownite meHo New Terminal ons BBoOAa kKOMaHA,.

HacTtpowka NAT BbinonHseTcsa crieqyowmMm KOMaHgaMu:

ip firewall nat add chain=srcnat out-interface=ether1 action=masquerade

, roe etherl - 3To MHTEpdENC, Ha KOTOPbIV NPUXOAUT MHTEPHET OT npoBaraepa. ns PPPoE
coeinHeHnNn ykasbiBaeTcsa HassaHne PPPoE nHtepdenca.

Hactporiku NAT goctatodHo, 4Tobbl 3apaboTan MHTEPHET.

Protect router - komaHAbl 4Ns 3aWwuTLl poyTepa:
ip firewall filter add action=accept chain=input disabled=no protocol=icmp
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ip firewall filter add action=accept chain=input connection-state=established disabled=no in-
interface=etherl

ip firewall filter add action=accept chain=input connection-state=related disabled=no in-interface=etherl
ip firewall filter add action=drop chain=input disabled=no in-interface=etherl

Protect LAN - 3awimTa BHyTpPEHHEN CETU:

ip firewall filter add action=jump chain=forward disabled=no in-interface=etherl jump-target=customer
ip firewall filter add action=accept chain=customer connection-state=established disabled=no

ip firewall filter add action=accept chain=customer connection-state=related disabled=no

ip firewall filter add action=drop chain=customer disabled=no

HasHavyaeMm Tunbl MHTEPdENCoB Ans 3almTel BHyTPEHHeN ceTn (external - BHeWwHuK, internal -
BHyTpeHHuI LAN):

ip upnp interfaces add disabled=no interface=etherl type=external

ip upnp interfaces add disabled=no interface=ether2 type=internal

ip upnp interfaces add disabled=no interface=ether3 type=internal

ip upnp interfaces add disabled=no interface=ether4 type=internal

ip upnp interfaces add disabled=no interface=ether5 type=internal

ip upnp interfaces add disabled=no interface=bridge-local type=internal

MU3meHeHne naponsa goctyna K poytepy MikroTik
YTto6bl n3amMeHnTb Naporb goctyna k poytepy MikroTik, BbinonHMTe cneaytolime AeiCTBUS:

1. OrTkpbiBaem MeHio System;
2. Bbibupaem Users;
3. [enaem OBOWMHOWM KINMK KHOMKOW MbILLIN HA Nonb3oBaTene admin;
4. Haxumaem kHonky Password...;
5. B none New Password BBOAWM HOBbI Naponb;
6. B none Confirm Password nogreepxxgaem HOBbI Naporib;
7. B okHe Change Password Haxumaem kHonky OK;
8. B okHe User HaxumaeMm kHonky OK.
System 1 I Auto Upgrade
Queues Certificates - :
. Users | Groups SSHKeys SSHPrivate Keys Active Use
Files Clock
Log Console *|= (v |9 |T il
Radius DHivers MName Group |Allowed Address
Tool P . svstem default user
TEE Health & admin 3 full
MNew Terminal History
MetaROUTER  Idenity =1 E3
Make Supoutrif | EDs Name: |admin
;étnual License Group: |full ¥
I Logging
P Allowed Address: ¥ Apply
Password
Routerboard 1iten
SNTP Client
Scheduler
Scripts Change Password
Shutdown New Password: |22 § OK7
Special Login Confirm Password: |===== 6
Stores
T 5 Apply
5ers
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C6poc poyTtepa MikroTik kK 3aBOACKMM HacTpouKam
Yto6bl copocnTtb MikroTik kK 3aBOACKMM HACTPOWMKaM BbINOSIHATE CreaytoLlee:

OTkniounTe nNuTaHue poytepa;

HaxmuTe 1 fepxute KHonky Reset;

BkntounTe nutaHme poytepa;

JoxauTeck noka damuraet nHamkatop ACT 1 oTnycTuTe KHOMKy Reset.

PONPE

Ethernet
3

lMocne aToro poytep nepesarpy3ntcs, U Bbl CMOXETE 3alTW B €ro HAaCTPOMKM CO CTaHAAPTHbIM UMEHEM
nonb3osaTtens admin 6e3 napons.
Ecnu Bbl BovigeTe B HACTPOMKM C noMoLLblo nporpammbl Winbox, To noaButcs criegytoLlee okHo:

RouterOS Default Configuration

The following default configuration has been installed on your router: -

etherl is renamed to etherl-gateway

DHCP client and masquerade is set on etherl-gateway

ether? is renamed to ether2-master-local and configured as switch master port for
etherd-etherb

ether2-master-local and wlan are bridged

wireless is set as access pointin 2412MHz using both chains and extension channel
enabled.

IP address 192.168.88.1/24 and DHCP server is set on bridge interface

DHCP servers address pool is 192 168.58.10-192.168.58.254

“ou can click on "Show Script” to see the exact commands that are used to add and
remove this default configuration. To remove this default configuration click on
"Remove Configuration” or click on "OK" to continue.

MOTE: Ifyou are connected using the above IP and you remowve it, you will be
disconnected.

Remove Configuration || Show Script.. OK

C nomoLwbto kHomkn OK MOXHO BbINOSHNUTL ObICTPYI0 HACTPOVKY poyTepa no yMOMYaHuIo.
KHonka Remove Configuration nossonsiet cOpocuTb BCe HACTPOWKM AN MNOCHEAyLlen pyvHOn
HaCTPOWKK poyTepa.



